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1. O0mue moJioxkeHust

1.1. Hacrosiee Ilonoxkenue pa3paboTaHO B COOTBETCTBUU C TPEeOOBaHUSAMHU
®enepanpHoro 3akoHa ot 27 urois 2006 r. Ne 152-®3 «O nepcoHANBbHBIX JaHHBIX»,
[TocranoBnenus IlpaButensctBa Poccuiickoit deneparuu ot 01 HosiO6ps 2012 .
Ne 1119 «O6 yTBepx)aeHUU TpeOOBaHMA K 3aIUTE NMEPCOHATBHBIX JTaHHBIX MPH UX
00paboTKe B UH(POPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX», [locTanoBICHNEM
[IpaButensctBa Poccuiickoit ®enepauuu ot 15 centsOps 2008 r. Ne 687 «0O6
yTBepxkaeHun llooxxennss 00 0coOEHHOCTSIX OOpabOTKH NEPCOHAIBHBIX IaHHBIX,
OCyIlIeCTBIsieMO 0€3 HUCHOJB30BaHUS CpPEACTB aBTOMaruzauuumy», [lpukaza
®denepanbHOM CIyKObI IO TEXHUYECKOMY M SKCIOPTHOMY KOHTpPOJIIO OT 18 deBpans
2013 1. Ne 21 «O0 ytBepxknenun CocTraBa W COAEpPKAaHUA OPraHU3alMOHHBIX H
TEXHUYECKUX MEp MO OOECHEeUeHHI0 O€30MacHOCTH MEPCOHANBHBIX JAaHHBIX HPU UX
00paboTKe B MH(POPMALMOHHBIX CUCTEMAX NEPCOHAJIBHBIX JAHHBIX», U ONpPEAEIIsIeT
npaBuia U yCJIOBHUsS 00paOOTKHU NMEPCOHANBHBIX JaHHBIX B MUHHCTEPCTBE LIU(PPOBOTO
passutus Kabapauno-bankapckoit PecniyOnuku (nanee - Opranuzanusi).

1.2.0pranu3anus  SIBISIETCS  OMEPATOpOM  TMEPCOHANBHBIX  JIaHHBIX,
CaMOCTOSITEJIbHO WJIM COBMECTHO C JPYTMMHU JIMI[AMH OpPraHU3yHoMmMUM U (WIH)
OCYUIECTBJISIOIMM 00pabOTKY NEPCOHANBHBIX AaHHBIX CYOBEKTOB NEPCOHAIBHBIX
JAHHBIX, a TAK)Ke OMPENEISIONUM e 00pabOTKM MEePCOHAIBHBIX JaHHBIX, COCTAB
NEPCOHANBHBIX  JIaHHBIX, TMOJJIeKAIUX 00paboTke, JCHCTBUSA  (Omeparuu),
COBEPILIAEMBIE C EPCOHATBHBIMU JTAHHBIMHU.

1.3. Lenu 06pabOTKM IEPCOHATBHBIX JAHHBIX.

UCIIOJIHEHHE TpeOOBaHMN HAJIOTOBOTO 3aKOHOJATENBCTBA IO  BOIPOCAM
VCYMCIICHHS] U YIIJIAThl HAJOra Ha JOXO/Abl (PU3MUYECKHX JIUIl U €IMHOTO COLIMAIBHOTO
Hajora, NMeHCUOHHOTO 3aKOHOJAaTeIhCTBA MpU (GopMupoBaHuu u nepenade B [1DOP
NEePCOHU(PUIIMPOBAHHBIX JIAHHBIX O KaXJOM ToJlydaresie JO0XOJI0OB, KOTOphIE

YUYUTBIBAIOTCA IIPpHW HAYUCIICHUH B3HOCOB HA 00s13aTeJIbHOE IIEHCUOHHOE CTPaxOBaHUC,



- 3aIlOJIHCHUC HepBH‘lHOﬁ CTaTUCTUYECKOM JAOKYMCHTAllMN B COOTBCTCTBHUHN C
TPYAOBBIM, HAJIOTOBBIM 3dKOHOAATCIIbLCTBOM U MHBIMHU (i)CIlepaJ'IBHBIMH 3aKOHAMHU,

- (hopmupoBanme kagpoBoro pezepsa OmnepaTtopa.

2. [IpaBuiia 00padOTKH MEPCOHATBbHBIX JTAHHBIX

2.1. Ob6paboTka MEpPCOHANTBHBIX JAHHBIX OCYIIECTBISETCS C MHCHbMEHHOTO
corjacusi CyObEKTOB TMEpPCOHANBHBIX JAHHBIX, KOTOpPOE MACHCTBYET CO JHS HX
MOCTYIJICHUST Ha pabOTy W Ha BpeMs €€ MPOXOXKICHUS, TIPH Mojade 3asBICHUN OT
bu3MYeCcKuX JMI] HA CPOK YKa3aHHBIH B COOTBETCTBYIOIIUX HOPMATHUBHO MPABOBBIX
aKTax, Tak U 0€3 UCIOJIb30BaHUS TaKUX CPEJICTB.

2.2. PykoBomutenr Opranuzanuu 00€CIIEUMBACT 3aIIUTY IEPCOHATBHBIX
JTAHHBIX, COJIEPKALTUXCS B 0a3ax TaHHBIX, OT HEMPABOMEPHOTO UX UCTIOIb30BAHUS WU
yTpATHI.

2.3. IlepconanpHbIC TaHHBIC M HHBIC CBEJICHHUS, COIEpIKAIIecs B 0a3ax JaHHBIX
MEPCOHANILHBIX JIAaHHBIX, OTHOCSTCSI K CBEJCHUSIM KOH(PUACHIIMAIBHOTO XapakTepa (3a
WCKITFOUCHUEM CBEICHUH, KOTOpPHIE B YCTAHOBJICHHBIX (DeIepallbHBIMA 3aKOHAMHU
CJIy4asiX MOTYT OBITh OITyOJIMKOBAaHBI B CPEACTBAX MAacCOBOU MH(OpMAIUN).

2.4. ITpu 06paboTKe MepCOHANBHBIX JJAHHBIX B IEJISAX peaaTn3allii BO3JI0KEHHBIX
Ha OpraHW3alHdI0 TMOJHOMOYWH JHIA, JIOMYIIEHHbIE K 00paboTKe IMepCOHATBHBIX
JAHHBIX (7ajgee - YIOJHOMOYCHHBIC JOJDKHOCTHBIC JIMIA), OO0S3aHBI COOJIOAATH
cienyromue TpeOOBaHus:

a) 00beM U XapakTep oOpabaThIBAEMbIX IMEPCOHATBHBIX JIAHHBIX, CIOCOOBI
00pabOTKH TEPCOHANBHBIX JaHHBIX JODKHBI COOTBETCTBOBATH IIENISIM OOpaOOTKH
MIEPCOHAIILHBIX JAaHHBIX;

0) 3ammTa MepCoOHATBHBIX JAaHHBIX OT HETIPABOMEPHOTO WX MCIOIB30BAHUS UIIH
YHUYTOXKEHUSI O00€CIeunBacTCsl B TOPSIKE, YCTAHOBJICHHOM HOPMAaTHBHBIMU

NpaBoBbIMU akTaMu Poccuiickoint Denepaunu;



B) Iepefaya MNEepCOHAIbHBIX [AHHBIX HE JOIMycKaeTrcss 0e3 MUCbMEHHOTO
corigacusi CyObeKTa TMEpCOHAIbHBIX JIAHHBIX, 32 MCKIIOYEHHUEM  CJIy4yaes,
YCTaHOBJICHHBIX (DefepalbHBIMU 3aKOHaMU. B ciiydae ecnu juio, oOpaTuBIIeecs C
3ampocoM, He 00JIaJaeT COOTBETCTBYIONIMMHU IOJHOMOYMSIMH Ha TOJy4YCHHE
NEPCOHANBHBIX JaHHBIX JIHOO OTCYTCTBYET IHCBMEHHOE COrjacue cyObeKTa
NEPCOHANIBHBIX JTaHHBIX Ha NEpelady €ro MepCOHANBHBIX JAaHHbIX, OpraHusanus B
paBe OTKa3aThb B NPEIOCTaBICHUU MEPCOHANBHBIX JNaHHBIX. B 3TOM ciyuae auiy,
oOpaTUBIIEMYCsI C 3alIPOCOM, HAIPABIISETCS MUCHbMEHHBIN MOTUBUPOBAHHBIN OTKa3 B
MPEIOCTABICHUH 3arpaninBaeMoi HHGOpMaIIHH;

r) o0ecnedyeHWe KOH(PHUACHUUATBHOCTU  IEPCOHAJBHBIX  JaHHBIX, 32
UCKIIFOUEHHEM CJIy4yaeB OOE€3IMYMBAHMS IMEPCOHAIBHBIX JAHHBIX U B OTHOILIECHUU
OOIIEAOCTYTHBIX TEPCOHANBHBIX JTAHHBIX;

1) XpaHEHHE NEPCOHAJIBHBIX JaHHBIX JOJDKHO OCYLIECTBIATHCA B (hopme,
MO3BOJISIONIEH ONPENENnuTh CyObEKTa MEPCOHANBHBIX TAHHBIX, HE JOJBILIE, YEM ITOrO
TpeOyIOT Lenu UX 00pabOTKU. YKa3zaHHBbIE CBEJIEHUS MOAJEKAT YHUUYTOXKEHHUIO IO
JOCTH)KEHUHM LeM OoOpabOTKM WM B CJlydae yTpaTbl HEOOXOJUMOCTH B HX
JOCTH)KEHUH, €CJIM HMHOE HE YCTAHOBJIEHO 3aKOHOAATENbCTBOM Poccuiickon
®denepaunu. PakT yHUUTOKEHUS IEPCOHATBHBIX JAHHBIX 0(OPMIISIETCS aKTOM;

€) onmyOJIMKOBAaHKUE U PACIPOCTPAHECHUE MEPCOHATBHBIX JAHHBIX JOMYCKaeTCs B
ClIy4asix, YCTaHOBJICHHBIX 3aKOHOAATeNbCTBOM Poccuiickon denepanuu.

2.5. OOpaboTka OUOMETPUUYECKUX MEPCOHAIBHBIX JAHHBIX M CHEIUATBHBIX
KaTeropuii MepCOHAIbHBIX TaHHBIX B OpraHnu3aluy He MPOU3BOASATCA.

2.6. B menax oOecnedeHus 3allUThl MEPCOHANBHBIX JIAHHBIX CYOBEKTHI
NEPCOHANIbHBIX JAHHBIX BIIPABE:

a) TIOJTy4aTh MOJTHYI0 HHGOPMAIINIO O CBOMX MEPCOHAIBHBIX TAHHBIX B CIIOCO0E

00pabOTKH 3TUX JAAHHBIX (B TOM YHCIJIE ABTOMATU3UPOBAHHOM );



0) OCyIIECTBISATh CBOOOIHBIM OECIUIATHBIA JTOCTYN K CBOMM MEPCOHAIBHBIM
JAHHBIM, BKJIFOUYas MPABO MOJIy4aTh KOMHUH JIFOOOW 3aliCH, 32 UCKIIFOUEHHUEM CITy4aeB,
npeaycMoTpeHHbIX DenepanbHbIM 3aKOHOM «O TTePCOHABHBIX JTaHHBIX);

B) TpeOoBaThb BHECEHUS HEOOXOJUMBIX W3MEHEHHM, YHUYTOXKEHHUSA WIU
OJIOKUpPOBaHUS  TEPCOHATBHBIX  JAHHBIX, KOTOPHIC SIBISIOTCS  HETOJIHBIMH,
YCTapeBIIMMH, HEAOCTOBEPHBIMH, HE3aKOHHO TIOJYyYCHHBIMU WU HE SBISIOTCS
HEO0OXOIMMBIMH JIJIs 3asIBJICHHOM 11€JI1 00pabOTKH;

r) o0XajnoBaTh B MOPSAKE, YCTAHOBICEHHOM 3aKOHOJATelbcTBOM Poccuiickoi
®denepanuu, AercTBus (6€31€iCTBIE) YITOTHOMOYEHHBIX JOJIKHOCTHBIX JIUII.

2.7. OpraHuzanuss B paMKax TPYJOBOTO 3aKOHOJATEIhCTBA  BIIPaBe
OCYILECTBIISITE 00pabOTKYy (B TOM YHCIIE aBTOMATHU3UPOBAHHYIO) MEPCOHATBHBIX
JAHHBIX TPpaXKJIaH Ipu GOPMUPOBAHUH KAJPOBOIO COCTABA.

2.8. Opranuzarnus B cooTBeTcTBHH ¢ DeepanbHbiM 3akoHOM OT 27 utoms 2006
r. No 152-03 «O nepcoHanbHBIX JaHHBIX» BIIPaBE OCYILIECTBIATH 00pabOTKy (B TOM

qHuCJc aBTOMaTI/I3I/IpOBaHHy1-O) IICPCOHAJIBHBIX TAHHBIX MHBIX JIUII C UX COI'JIaCHA.

3. IlpaBuwia o00padOoTKM NEPCOHAIBHBIX JAAHHBIX, OCylLIeCTBJsieMoii 0Oe3

HUCIIOJB30BaAHUSA CPEACTB aBTOMaTU3allMA

3.1. OOpaboTka TEpPCOHANBHBIX JIaHHBIX 0€3 WCIOJIB30BAHUS CPEACTB
aBTOMATHU3AINH OCYIICCTBIISAETCS, KaKk Ha OyMa)KHBIX HOCUTEIISIX, TaK U B 3JICKTPOHHOM
BU/JIC HA MAaTEPHAIIbHBIX HOCUTEIISIX HH(POPMAIIUH.

3.2. HeaBToMaTu3upoBaHHast 00pab0TKa MePCOHATBHBIX JAHHBIX B JIEKTPOHHOM
BHJIC JOJDKHA OCYIICCTBISITHCS HAa ChEMHBIX MaTEPHATBHBIX HOCUTEIISIX HH(POPMAIIHH.

3.3. Ilpu OTCYyTCTBMM TEXHOJOTHYECKONH BO3MOXKHOCTH OCYIICCTBICHUS
HEaBTOMAaTU3MPOBAHHON 00paOOTKM MEPCOHATBHBIX JAHHBIX B AJICKTPOHHOM BHUJIE Ha
ChEMHBIX MaTEPHAIBHBIX HOCUTEISAX HHPOpManuu HEOOXOAMMO MPUHUMATh

OpraHu3allMOHHbIE  (OXpaHa  MOMENIEHWH) W  TeXHHYeckue  (yCTaHOBKaA



CEpTUPUIIMPOBAHHBIX CPEJICTB 3alIUThl HMH(POpPMALIUHA) MEPhI, HCKIIOYAIOIINE
BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOI'O JOCTYIa K MEPCOHAJILHBIM JaHHBIM JIHUII, HE
JOMYIIEHHBIX K X 00paboTKe.

3.4. VYder MarepuadbHbBIX HocuTeNned  uHOpMAIUU,  COJEpXKAIIUX
MEePCOHAIBHBIE JaHHBIE, OCYIIECTBIISICTCS OTBETCTBEHHBIM JIUI[OM.

3.5. Tlpu o6paboTke MEepPCOHAIBHBIX MAHHBIX 0€3 WMCIOJB30BAaHUS CPEICTB
aBTOMAaTU3allUd YIOJHOMOYEHHBIMU JODKHOCTHBIMHU JIMIIAMH HE JIOIYCKaeTCs
dbuKkcams Ha OJHOM MAaTEpUATLHOM HOCUTEIE TEPCOHANBHBIX JTAHHBIX, IIEIH
00pabOTKH KOTOPBIX 3aBEIOMO HECOBMECTHMBI.

3.6. OOpaboTka TmEpPCOHAIBHBIX JAHHBIX HA OYMaXHBIX HOCHUTEISAX
ocymecTBisieTcss B cootBeTcTBUM ¢ [loctanoBnenmem IlpaBurensctBa Pocculickoit
®enepanuu ot 15 centsabps 2008 r. Ne 687 «O6 yrBepxkaenun [lonoxxkenus o0
OCOOCHHOCTSIX ~ 00paOOTKM  MEPCOHANIBHBIX  JAHHBIX, OCYIIECTBIsieMOl  0e3
WCIIOJIB30BaHUsl CPEJCTB aBTOMATH3AIMU», a TaK K€ C Y4YETOM JIOKAJIbHBIX aKTOB
OpraHu3alluu.

3.7. Ilpm pa3paboTke ¥ MCHOIB30BAaHUU THUIOBBIX (OPM TOKYMEHTOB,
HEOOXOJMMBIX Il peaM3allil  BO3JIOKEHHBIX HA OpPraHU3aldi0 TMOJTHOMOYHH,
XapakTep UH(POpMAIMU B KOTOPBIX MPEANOJaraeT Uiu JAOMYCKaeT BKIOUEHHUE B HUX
MepCOHAIBHBIX JIAHHBIX (J1aiee - TUoBas (popMa), JOJKHBI COOTI0IATHCS CIAEAYIOIIUE
YCIIOBUSA:

a) TurnoBas (opMa WM CBSI3aHHBIE C HEW JTOKYMEHThI (MHCTPYKIUS IO €€
3aMOJHEHUI0, KAPTOUKU, PEECTPHI U Ky PHAJIBI) JOJIKHBI COJIEPKAaTh CBEJICHUS O TEIH
00pabOTKHM TMEePCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0€3 WCIIOJIb30BAaHUS CPEICTB
aBTOMaTHU3allUU, IOPUANYECKU anapec, GaMuIuio, UMs, OTYECTBO U aJpec CyObeKTa
MEPCOHANILHBIX JAHHBIX, YbH MMEPCOHAIbHBIC JTAHHBIC BHOCSATCS B YKA3aHHYIO TUIIOBYIO
dbopmMy, Cpokn OOpabOTKH TIEPCOHANBHBIX JAHHBIX, TMEPEUYCHb JECUCTBUU C

NEPCOHANILHBIMU JTAHHBIMU, KOTOpPBIE OYyT COBEPIIATHCS B Ipoliecce uX 00padOTKu;



0) TumoBas ¢opma J0DKHA TMpeaycMaTpuBaTh II0JIE, B KOTOPOM CYOBEKT
NEPCOHAIBHBIX JAHHBIX MOXKET [TOCTABUTh OTMETKY O CBOEM COIJIaCHU Ha 00pabOTKy
NEPCOHANBHBIX  JIaHHBIX, OCYLIECTBIIEMYIO 0€3  HCIOJb30BaHHUS  CPEICTB
aBTOMATU3allUM, TpU HEOOXOJAMMOCTH IIOJIy4E€HHUs corylacus Ha 00paboTKy
NEPCOHANBHBIX JaHHbIX;

B) TUMOBas (popma J0KHA OBITh COCTAaBIIEHA TAKUM 00pa30M, YTOOBI KXk IbIi U3
CyOBEKTOB, YbM IIEPCOHAJIBHBIE JIaHHBIE COJEP)KAaTCs B THUIOBOM (opme, INpu
O3HAKOMJIEHUH CO CBOMMHU MEPCOHATIBHBIMU TAHHBIMU HE UMEJ BO3MOKHOCTH JIOCTyTIa
K [IEPCOHANBHBIM JIaHHBIM JIPYTHX JIMLI, COJAEPKAIIMXCS B YKa3aHHOW TUIIOBOM (hopMe;

r) TUNOBast (popma JOJKHA UCKITI0YaTh 00bEeIMHEHHE MOJIEH, TPEeHA3HAUCHHbIX
JUIS BHECEHHsS] TEPCOHAIBHBIX JaHHBIX, IEMH OOpPaOOTKHM KOTOPBIX 3aBEIOMO
HECOBMECTHUMBI.

3.8. YHHuUTOXEHME WU O00€3IMYMBAaHUE TEPCOHAIBHBIX aHHBIX, €CIH 3TO
JIOMyCKAeTCsl MAaTepHAIbHBIM HOCHTEJIEM, MOXET MPOU3BOJUTHCA CIIOCOOOM,
UCKJIIOYAIOIIMM  JlajlbHEHIIyt0o 00pabOTKy STHUX MEPCOHAIbHBIX JAHHBIX, C
COXpPaHEHUEM BO3MOXHOCTH OOpaOOTKM HWHBIX JaHHBIX, 3a(UKCUPOBAHHBIX Ha
MaTepuaIbHOM HOCHUTEJE.

3.9. YTouHeHune nepcoHaNbHBIX JaHHBIX MPU UX 00paboTke 6e3 NCTIOIh30BaHUS
CPEICTB aBTOMATHU3AIMH MPOU3BOAUTCS ITyTEM H3TOTOBJICHUS HOBOTO MaT€pUaIbHOTO

HOCHUTCJI C YTOYHCHHBIMU IICPCOHAJIBHBIMHA JaHHBIMMH.

4. TlpaBwia 0o0paGOTKH NEPCOHAIbHBIX JAHHBIX B HH(OPMANMOHHBIX

CUCTEMAX NEPCOHAIBHBIX JAHHBIX

4.1. OOpaboTka TMEpPCOHATBHBIX JAHHBIX B HWH(POPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JaHHBIX OCYIIECTBISCTCA TOCIE 3aBEpIICHUS padOT MO CO3MaHUIO
CHUCTEMBI 3aIMTHl IEPCOHAIILHBIX JTAHHBIX B HHPOPMAITMOHHON CHCTEME, IPOBEPKH €€

KOMHCCUEN, Ha3HA4YaeMoll TMpuKa3oM (HAMMEHOBAaHUE OpraHu3alMu), W OLEHKHU



COOTBETCTBUSI MH(OPMAIMOHHOW CHCTEMbl MEPCOHANBHBIX JAHHBIX TPEOOBAHUSIM
0e301macHOCTH HH(pOPMAITUH.

4.2. be3onmacHOCTh TMEPCOHANBHBIX JAHHBIX TpU HUX 00paboTke B
MH(DOPMAIIMOHHBIX CHUCTEMaX OOECIeYUBAETCA C TOMOIIbIO CHUCTEMBI 3aIUTHI
NEPCOHANIBHBIX JaHHBIX, BKIIOYAIOIIEH OpraHU3allMOHHBIE MEPBI U CPEJCTBA 3ALLUTHI
uHpopmaruu (B TOM uuciae mMGpoBaIbHBIE (KpUNTOrpauuecKre) CpencTna,
CpelcTBa TPENOTBpAIICHUS HECAHKIIMOHHUPOBAHHOIO  JIOCTyMa, MPOrpaMMHO-
TEXHUYECKUX BO3JCUCTBUII HAa TEXHUYECKUE CPEACTBA OOpabOTKH IMEPCOHAIBHBIX
JaHHBIX), a TAK)KE UCIOJb3yeMble B MHPOPMAIMOHHON crucTeMe MH()OpPMAIMOHHBIE
TEXHOJIOTUH. TeXHWYeCcKne M NpPOrpaMMHBIE CPEICTBA JOJDKHBI YJIOBJIETBOPSTH
yCTaHaBJIMBAaEMbIM B COOTBETCTBUM C 3aKOHOAaTelbcTBOM Poccuiickoit denepanuu
TpeOOBaHUAM, 00ECIIEYNBAIOLIUM 3aLIUTY HHPOPMAIUH.

4.3. Be16op METO0B M CIIOCOOOB 3alIUTHl HHGOPMAIIMU B HHPOPMAITTOHHBIX
CUCTEMaX NEPCOHAJIBHBIX  JIaHHBIX  OCYLIECTBISIETCS B  COOTBETCTBUM  C
[Toctanosnenuem IlpaBurensctBa Poccuiickoit @enepanuu ot 01 HosiOpst 2012 .
No 1119 «O06 ytBepxkaeHun TpeOOBAHUM K 3allUTE MEPCOHATBHBIX JAHHBIX MPU UX
o0paboTke B HWH(POPMAIIMOHHBIX CHCTEMax IIEPCOHAJIBHBIX JaHHBIX», IIpukaza
denepaibHON CITyKObI M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTpOJIIO OT 18 dheBpas
2013 1. Ne 21 «O06 ytBepxknenun CoctaBa M COAEpPKAHUS OPraHU3ALMOHHBIX U
TEXHUYECKUX MEp MO OO0eCHeueHHI0 0€30MacHOCTU MEPCOHANBHBIX JaHHBIX NPU UX
00paboTke B MH(POPMAIIMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX JAHHBIX» HA OCHOBE YIpoO3
0€30MacHOCTH EPCOHATIBHBIX JAHHBIX (MO YIPO3) B 3aBUCUMOCTH OT TpeOyemMoro
YPOBHS 3alIUIIEHHOCTH HH()OPMALIMOHHON CUCTEMbI IEPCOHAIBHBIX JAHHBIX.

4.4. YpoBeHb 3alIUIIEHHOCTH HWH(OOPMAIMOHHOW CHUCTEMBI MEPCOHAIBHBIX
JAHHBIX omnpenensiercs B coorBercTBUM ¢ [locraHoBnenuem IIpaButenscTBa
Poccuiickoit ®Deneparun ot 01 HosiOpst 2012 1. Ne 1119 «O6 yTBepxaeHUU
TpeOOBAHMI K 3aIUTE MEPCOHATBHBIX JAHHBIX MPU KX 00pabOTKe B MHPOPMALIMOHHBIX

CUCTEMAX IICPCOHAJIIBHBIX JaHHBIX).



4.5. Omnpenenenne (mMepecMoOTp) TpeOyeMOro YpOBHS  3alUIIICHHOCTH
WH()OPMAIMOHHOW CHUCTEMBl TIEPCOHAIBHBIX JaHHBIX IPOBOJUTCS KOMHUCCHUEU
OpraHW3allid C TPHUBICYCHUEM CIICIIHAIMCTOB TO OOECIeYeHUI0 0e30macHOCTH
uH(opMaIlMU Ha HJTane CO3/laHUsd WU B XOJE DJKCIUTyaTalud WH(OpMalmoHHOU
CHUCTEMBI.

4.6. PaspemienneM Ha oOpaOOTKy NEpPCOHANBHBIX JAHHBIX B OpTraHHU3AINH
SBJISIETCSI PUKA3 O BBOJIE B OKCIUTyaTalnio oobekta nHpopmaruzanuu (OM), kotopbrit
W3/1aeTCS HA OCHOBAHHH TIOJIOKUTEIBHBIX BBIBOJIOB KOMUCCHU U PE3YJIbTATOB OIEHKH
COOTBETCTBUS TPeOOBAHUSIM 0€30MaCHOCTH UHGOPMAIIHH.

4.7. be3omacHOCT,  MEPCOHAIBHBIX  JaHHBIX, OOpabaThIBa€MbIX  C
WCITOJIb30BAHUEM CPEJCTB aBTOMATH3aIldW, JOCTHUTACTCS TIyTeM HCKIIIOUYCHHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4alHOTO, JOCTyna K IepCOHAIbHBIM
TAHHBIM.

4.8. IlepcoHanbHBIC TaHHBIE MOTYT OBITH TIPEIOCTABIICHBI JJIS1 O3HAKOMJICHHUS:

a) COTpPYIHUKAM, JOMYLIEHHBIM K 0O0paOOTKE MEpPCOHANBHBIX JaHHBIX C
WCITOJIb30BAaHUEM CPEJICTB aBTOMATH3aIli{, B YaCTH, KACAIOIICHCS WX JOIKHOCTHBIX
00s13aHHOCTEM;

0) yIOJHOMOYEHHBIM pa0OTHHKAM (penepaibHbIX OPraHOB HCIOJIHHUTEIbHON
BJIACTH B MOPSIIKE, YCTAHOBICHHOM 3aKOHOJIAaTeILCTBOM Poccuiickoilt denepann.

49. VYNoTHOMOYEHHBIMH  JIOJDKHOCTHBIMU — JIMIIAMU  TIpH  00paboTke
MEPCOHANIBHBIX JAaHHBIX B HWH()OPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JTaHHBIX
obecrieueHa HuX 0€30IACHOCTL C MOMOIIBI0 CHCTEMBI 3alllUTHI, BKIIOYAOIIEH
OpraHW3allMOHHBIE MEPhl M CPEACTBAa 3alUThl HMHPOPMAIUA, B TOM UHCIE
g poBalibHbIE (KpUNTOrpaduyecKre) CpeicTBa.

4.10. OOMeH nepcoHaTbHBIMU JAHHBIMH MTPU UX 00paboTKe B HHGOPMAITMOHHON
CHUCTEME OCYIIECTBIIICTCS TI0 KaHaJIaM CBSI3H, 3al[UTa KOTOPBIX 00€CIIeYnBaACTCS Ty TEM
peanu3anuyd OpPraHU3alMOHHBIX MEpP W TyTeM MPUMEHEHUS NPOTrPAMMHBIX H

TCXHHUYCCKHUX CPCACTB.



4.11. CamocToATenbHOE MOAKIIOYEHUE CPEICTB BBIUUCIUTEIHHOU TEXHHKH,
MPUMEHSIEMBIX I XpaHeHUs, 00pabOTKH WM Mepefadyd NEepPCOHAIbHBIX JTaHHBIX, K
UH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIM  CETSM, TIO3BOJISIIOIIUM  OCYIIECTBIISITH
nepeaavy HHGOpMaILUK Yepe3 ToCyAapCcTBeHHY 0 rpanuily Poccuiickoit @enepannu, B
TOM 4YWClAe K HMHPOPMANHMOHHO-TEIICKOMMYHHUKAITMOHHOW ceTu  VHTepHer,
3arperiaercs.

4.12. JlocTyn moyib30BaTelIe K MEPCOHAIBHBIM JIAaHHBIM B MH(POPMAIMOHHOMN
CHCTEME TEPCOHANIBHBIX JAHHBIX Pa3pelIacTcs Mmociie 005S3aTeIbHOr0 MPOX0XKIACHUS
poLenyp UASHTU(DUKAIIUY U ayTeHTU(PUKAIIUU.

4.13. JomkHocTHRIMU JUIIaMu Opranusaliii, OTBETCTBEHHBIMU 32 00pabOTKy U
0€30MacHOCTh MEPCOHANBHBIX JaHHBIX MNpU MX 00pabOTKe B HH(POPMALMOHHBIX
CUCTEMaX, TOJKHO OBITh 00ECIIEUEHO:

a) CBOEBpEMEHHOE OOHapy:KeHuEe (DAKTOB HECAHKIIMOHMPOBAHHOTO JOCTYIA K
NEPCOHANBHBIM  JTaHHBIM W  HEMEUICHHOE JIOBEICHHWE JTOW  HH(POpMAIIH
pykoBoautento OpraHu3aiuu;

0) HeomyIIeHNE BO3ICHCTBUSA HA TEXHUYECKHE CPEICTBA aBTOMATU3HPOBAHHON
00pabOTKHN MEPCOHATBHBIX JAaHHBIX, B PE3YJIbTATE KOTOPOTO MOXKET OBITh HAPYIICHO
X (QYHKIMOHUPOBAHHUE;

B) BO3MOKHOCTh HE3aMEeIJIUTEILHOTO BOCCTAHOBIICHUS TIEPCOHAILHBIX JaHHBIX,
MOAUGPUIIMPOBAHHBIX WJIM YHUYTOXEHHBIX BCJIEACTBHE HECAHKIIMOHUPOBAHHOTO
JIOCTYTIa K HAM;

I) TIOCTOSHHBIA KOHTPOJb 3a OOCECIEYCHHEM YPOBHS 3alllMIIEHHOCTH
MIEPCOHANILHBIX JAHHBIX;

1) 3HaHUWE W COOJIIOJIEHUE YCJIOBHH HCIOJb30BAHUSI CPEACTB  3alIUTHI
uHdopmaIuu, IPETyCMOTPEHHBIX AKCIUTyaTaIlMOHHON u TEXHUYECKOU
JIOKYMEHTALUEW;

€) y4eT NMPUMEHSEMBIX CPEJCTB 3aIIUThl MHPOPMAIIUU, IKCILTyaTallHOHHON |

TEXHUUYECKOM AOKYMCHTAaIINH K HUM, HOCHUTENCH IICPCOHAJIBHBIX NAHHBIX,



K) TpU OOHAPYKEHUU HAPYIIEHUU MOpPsAKAa MPEeIOCTABICHUS MEPCOHAIbHBIX
JAHHBIX HE3aMEIJIUTEIbHOE MPUOCTAHOBICHUE TMPEAOCTABICHUS MEPCOHATBHBIX
JAHHBIX TIOJIH30BATEISAM HWH()OPMAIMOHHOW CHCTEMBl O BBISABICHUS MPUYUH
HapYILIEHUN U YCTPAHEHUS STUX MPUYUH;

3) pa30dMpaTeNbCTBO M COCTABIICHUE 3aKIIOYEHUH TO (akTam HecOoONI0AeHus
YCIIOBUH XpaHEHHs] HOCUTENIeH NEepCOHANBHBIX IaHHBIX, HCIOJIb30BAHUS CPENICTB
3alUThl  WH(OpManUU,  KOTOpble  MOTYT  NPHUBECTM K  HapyLICHUIO
KOH(DHUICHIIMATLHOCTH  MEPCOHAIBHBIX  JaHHBIX WM JPYTUM  HapYIICHUSM,
OPUBOMASIIUM K CHHDKEHUIO YPOBHS 3alllUIIEHHOCTH TIEPCOHAIBHBIX JAHHBIX,
pa3paboTKa U MPUHATHE MEP I10 MPEJOTBPALIEHUIO BOZMOKHBIX OMACHBIX IMOCIEICTBUIMA
MO00HBIX HAPYLIECHUH.

4.14. B ciyyae BbISIBIICHUS HapylICHUH MOpsiiKa 0OpaOOTKH MEepPCOHATBHBIX
JAaHHBIX B HWHPOPMANMOHHBIX  cucTeMax  OpraHu3aliid  OTBETCTBEHHBIMHU
JOJDKHOCTHBIMH JIUI[AMU TTPUHUMAIOTCSI MEPHI TI0 YCTAHOBJICHUIO TPUYHH HAPYIIICHHHA

U UX YCTPAHEHUIO.

5. HpaBn.ﬂa JAOIMYCKaAa M 10CTYIIA K NMEPCOHAJTBbHBIM JaHHBIM

5.1. YHnoaHOMOYEHHBIE TOJKHOCTHBIE JIMIA JOMYCKalTCs K WHGOpMAaLUH,
coJieprKalleil nepcoHalbHbIE JaHHbIE, B COOTBETCTBUU C 3aHUMAEMOMN JIOJKHOCTBIO U
B 00beMe, HEOOXOIMMOM [IJIsl BBIMTOJIHEHUS MMM JOJDKHOCTHBIX OOS3aHHOCTEH Ha
OCHOBaHUM PACHOPSIKECHHUS.

5.2. Jlomyck K TEpPCOHAJIbHBIM JAHHBIM pa3peliaeTcss pPyKOBOJIUTEIEM
Opranuzanuu ¢ coboaeHueM TpedoBaHuii HacTosero [lonoxenus.

5.3. ®akTOM O3HAKOMIICHHUS C pa3peUIeHHEeM Ha JAOMYCK K IMepPCOHaJIbHBIM
JAHHBIM  SIBJISIETCS TOAMKUCH YNMOJHOMOYEHHOTO JODKHOCTHOTO JIMIA B JIUCTE

O3HAKOMJIEHUS C PACIOPSKEHUEM.



5.4. Jloctyn yHOJTHOMOYEHHBIX JIOJKHOCTHBIX JIUIL K IEPCOHANIbHBIM JJAHHBIM B
WH(OPMAIMOHHOW CHUCTEME OCYIIECTBIIACTCS IOCHE MPOXOXKIACHUS MPOLETYPHI,
ycTaHoBJIeHHOH B 11.4.12 HacTosmero [Tomoxxenus.

5.5. B cootBeTcTBUU ¢ YacThio 3 cTaThu 6 DenepalibHOTO 3aKOHA OT 27 IO
2006 r. Ne 152-®3 «O mepcoHalbHBIX AaHHBIX» OpraHu3anus BIpPaBe MOPYUUTH
00pabOTKy TEpPCOHANBHBIX JaHHBIX JPyroMy JIMIly C cOrjlachs CyOBeKkTa
MEPCOHANIBHBIX JaHHBIX, €CJIU MHOE HE MPEAYyCMOTPEHO (efepalibHbIM 3aKOHOM, Ha
OCHOBAHHUHU 3aKJI0YAEMOT0 C ATUM JIMIIOM JIOTOBOpA, B TOM YHUCJIE T'OCYJaPCTBEHHOTO
KOHTpAaKTa, JIM00 Ha OCHOBAHUU MTPABOBOTO aKTa OpPraHU3aIUu.

JIumo, ocymectBistoniee o0pabOTKy MEPCOHANBHBIX JAAHHBIX MO MOPYUYECHHUIO
OpraHu3alyu, 00s13aH0 COOJIIOaTh MPUHIUIIBI U MPaBUiIa 0OPa0OTKU MEPCOHATBHBIX
JTAHHBIX.

5.6. B mopydenun (mpaBOBOM aKTe, KOHTPAKTE, JOTOBOPE, COTJIAIICHUM)
OpraHu3alMyd JOJDKHBI OBITh OINpEeJeSeHbl IEepeueHb JEHUCTBUHN (omepainuii) c
MEPCOHANILHBIMU JTAHHBIMHU, KOTOPbIE OyAyT COBEPIIATHCS JIUIIOM, OCYIIECTBIISIONINM
00pabOoTKy MEePCOHANBLHBIX JAHHBIX, U L€ 00padOTKH, TOJHKHA OBITh YCTAHOBJICHA
00513aHHOCTH TAKOTO JIUIIA COOIOATh KOHPUACHIINAIBHOCTD MEPCOHATBHBIX JTAHHBIX
1 oOecreunBaTh 0€30MaCHOCTh MEPCOHATBHBIX JAaHHBIX MPU UX 00pabOTKe, a TaKXKe
JIOJDKHBL OBITh yKa3aHbl TpPeOOBaHUS K 3alluTe 00padaThIBAEMbIX IMEPCOHATBHBIX
JTAaHHBIX B COOTBETCTBUU CO cTaThbeil 19 denepanbHoro 3akona ot 27 urois 2006 1. Ne
152-®3 «O nepcoHABHBIX TaHHBIX.

5.7. Jlomyck K TIEPCOHAIbHBIM JaHHBIM, B TOM YHCIIE COJICpKalUMCS B
WHOOPMAITMOHHONW CHUCTEME TEePCOHAIBHBIX JIAHHBIX CTOPOHHHUX OpTaHU3AIINA,
NEATEeIbHOCTh KOTOPBIX HE CBsi3aHAa C MCHOJIHEHUWEeM (YHKIMH OpraHu3alluy,
pernaMeHTupyercs 3akoHomarenbcTBOM Poccuiickorn ®denepanuu, KOHTpPaKTaMHU
(moroBopamu, COTJIAIIEHUSIMU) U JAPYTUMHA HOPMATUBHBIMU W TPABOBBIMH aKTaMH

Poccuiickon @enepanum.



5.8. Jloctym K TeXHUYECKHM (IMPOrPaMMHO-TEXHUYECKHM) CpeJCTBaM
uHpopMalMOHHOW  cucTteMbl  OpraHuzalMi  MPEJOCTABISETCS  CTOPOHHUM
OpraHU3aIMsIM, BHITIOTHSIONIUM pabOThl Ha JOTOBOPHON OCHOBE.

[Topsimok nomycka yKa3aHHBIX OpraHU3alMil ompenensercs B JOrOBOpe Ha
BBIIIOJIHEHHE padoT (OKa3zaHue yciyr). Pemiennem o A0MycKe sIBASETCS MOAIUCAHHBIN
B YCTAaHOBJICHHOM IOPSIJIKE I0rOBOP Ha BBINOJHEHUE padOT (OKa3aHUE YCIIYT).

5.9. Joctym K TMEpCOHAIBHBIM JIaHHBIM  CTOPOHHUX  OpraHu3aIui
OCYIIECTBISIETCS] HA OCHOBAaHUHU MUCHhbMEHHBIX 3aIIPOCOB MJIA MHUCbMEHHBIX COTJIAIIeHUI
(moroBopoB) cTOpoH 00 0OMeHe nH(popMaITHeH.

B nucemMeHHOM 3ampoce (corjiamieHuu, JOroBOpe) JODKHBI OBITh YKa3aHbl
CIICYIOIINE CBEIACHMS:

e MOy4YeHUs UHPOpMaIIUU;

KOHKPETHOE HaMMEHOBaHue MHPopMaIu (COCTaB MEPCOHATBHBIX JIAHHBIX );

cnoco0 goctyna (IpenocTaBiIEHUs), a TaKK€ CBEIECHHUS O PErucTpalvyd B
YIOJIHOMOYEHHBIX OpraHax [0 3alluTe IpaB CYOBEKTOB IMEPCOHANBHBIX JaHHBIX,
OCYUIECTBIISIOIMX (YHKUMU MO KOHTPOJIO M Haa30py B chepe MHPOpMAMOHHBIX
TEXHOJIOTUH U CBS3U.

[Ipy Hanuuuu corjameHusi CO CTOPOHHEW OpraHu3alued o JOMYyCKe K
NEPCOHAIBHBIM JTaHHBIM (IIPEIOCTAaBICHUN HHQOPMAINK) AOCTYN K MEePCOHATHHBIM
JAHHBIM OCYILECTBJISIETCSI B TOPSJIKE, YKa3aHHOM B MOJANKWCAHHOM COTJIAIIEHUU
(morosope).

5.10. Hdoctynm K mepCOHAIBbHBIM JaHHBIM, B TOM YHCJIE COJAEPKAIIMUMCS B
UH(GOPMAIIMOHHON CHCTEME TMEPCOHANbHBIX JaHHBIX CTOPOHHUX OpraHMU3allHid,
BBITIOJHSIONINX pabOThl Ha JOTOBOPHOW OCHOBE, OCYIIECTBISETCS HAa OCHOBAHHUH
MOJIMMCAaHHOTO JOTOBOpa HAa OKa3aHUE YCIyT, a Takke HacTosulero [lonoxeHus.

5.11. 3ampeniaeTcs nepenayda dJIEKTPOHHBIX KOMUN 0a3 JaHHBIX, COJIEPIKALTUX
NEPCOHANBHBIE JlaHHBIC, JIOOBIM CTOPOHHUM OpTaHM3AIMAM, 33 HUCKIIOYCHHEM

CJIy4aeB, PEyCMOTPEHHBIX 3aKOHOAATENbCTBOM Poccuniickon Penepauun.



